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Restricted Data Plan Acceptance

Please indicate that you have reviewed the attached Three Cities Restricted Data Plan as

proposed by the Data Sharing for Demographic Research Project (DSDR) and accepted the plan
as designed:

] Accept.

|| Accept with minor revisions.

Signature Printed Name Date



Three Cities Restricted Data Contract
Suggested Content and Coverage

This document summarizes the DSDR review of the Three Cities restricted data release. Our review
was to make recommendations as to the requirements that could be included in a Three Cities
Restricted Data Contract given the disclosure risk presented by sensitive nature of the information
contained in the restricted data version. There are two plans to be considered: 1) Linked Data, 2)
Identified data (lat/long coordinates)

In the review, I used the DSDR Restricted Data Contract Web Modules as a guiding tool to
determine the type and level of requirements that could/should be included in a Three Cities
Restricted Data Contract. To that end, I will present my suggestions by contract section (e.g.,
Application requirements, PI requirements, etc.). The DSDR Restricted Data Contract Web modules
can be found at www.icpsr.umich.edu/DSDR/rduc.

Linked Data

If the administrative and geographic data are already linked with the Wave 1, Wave 2, and Wave 3
data, the contract recommendations below would be sufficient to address disclosure risk and
confidentiality breaches.

Application Requirements

Given the breadth, depth and detail of the information in the Three Cities restricted data; I would
recommend that the contract include Application requirements that are moderately restrictive. With
this requirement level, the applicant would not only have to provide a rationale why the restricted
data are preferred rather than the publicly available data, but also would require the applicant to
identify the specific variables in the restricted data to which they would like access and why those
variables are needed to conduct the proposed research.

Detailed examples of the types of application requirements can be found at
www.icpsr.umich.edu/DSDR/rduc/application.html.

Investigator Requirements
In a restricted data contract, the Investigator Requirements section outlines the qualifications of those
intending to use and have access to the data (www.icpsr.umich.edu/DSDR/rduc/investigator.html). In
the case of the Three Cities restricted data, the additional information of Census tract, country, and
state codes; FIPS codes, and Census block codes implies an expected level of ability and expertise in
analyzing complex geospatial data. In addition, given the sensitive nature of the data, security risks
present, and consequences to respondents of any disclosure, I would suggest the Highly Restrictive
requirements for investigators. The Highly Restricted investigator requirements include:

* Investigators have a Ph.D. or other terminal degree.

* Hold a faculty appointment or research position at a high education institution, research

organization, or government agency.
Guidelines related to investigator affiliation change, internal office or building relocation.’

" Given the varied ways in which different computer networks are configured even within a research university, the
computer security procedures developed for the data in one building/location may not apply or work at a new office
location.



Administrative Requirements

Restricted data use contracts often establish periodic reporting requirements. In addition, these
contracts typically require timely responses to data producer inquiries and establish the consequences
of violations of these obligations.

Given the risk involved with providing Census tract, county and state codes as well as FIPS
coordinates and Census block codes, I would recommend the moderately restrictive administrative
requirements. These requirements include:

¢ Specific timeframes for user response to producer’s requests.

* Specific consequences if user violates any condition in the contract.

* Users provide proof of annual IRB approval.

e Summary of the publications, presentations, or other outcomes of using the restricted data.

Example text to specify reporting guidelines can be found at
www.icpsr.umich.edu/DSDR/rduc/administrative.html, and includes suggested consequences if the
data user violates any terms of the restricted data use contract. This link also provides examples of
requirements on how a data user may present research findings based on the restricted data (e.g.,
conference presentation, journal article, etc.).

Data Security Description

This section of the contract specifies the level of detail required in the application from the potential
user of the computer and data security that they will employ if/when they receive the restricted data. |
would suggest a hybrid of the different restriction levels, using all elements from the Least and
Moderately restrictive requirements, with two of the Highly restrictive requirements
(www.icpsr.umich.edu/DSDR/rduc/security.html).

I would recommend that the data user provide:

* A description of the computer location that describes the location of the computer room, the
location of the computer in the room, and who has access to the computer room.

* The plan should also include, if applicable, a description of any data storage devices as well
as the physical description and security of the area where computer output will be stored
(e.g., locked room, file cabinet).

* The contract should also require the computing environment in which the restricted data will
be housed (e.g., stand-alone, Windows computer connected to a network) and the procedures
to be implemented to secure the restricted data.

* [fa potential data user requests more than one copy of the Three Cities restricted data, they
should submit a data protection plan for each data copy they receive.

Identified Data

If a Three Cities restricted data version includes any respondents’ names, contact information, SSN,
or specific longitude and latitude for respondents’ addresses, it would require that the data be
accessible only through a Restricted Data Enclave environment.

Such an environment would include, but not limited to:
* Data enclave network isolated from other networks.
* Data enclave workstations not having e-mail or Internet access.



* Unique password-protected profile created for each data enclave user to allow the user to
access the restricted data files specified at these workstations.

* Access to the data enclave printer restricted to the data enclave monitor.

* Disabled removable media access ports; exclusion of any outside electronic devices,
including laptops or other portable computing devices from the data enclave.

* Data enclave monitor review of all materials brought into the enclave by the researcher.

DSDR and Three Cities staff would need to develop the specific enclave procedures, rules, and
requirements for Three City data with detailed location information. The potential user should
complete an application that includes the same items as outlined above.

Further Requirements to be Considered

Though I included in the suggested requirements that all researchers having access to the Three
Cities data sign security pledges, Three Cities staff could consider requiring only the Primary
Investigator to sign the security pledges and by doing, vouching for other researchers using the data
for which the PI has direct supervisory responsibility.

In addition, I did not suggest site visits as a requirement for the restricted contract. This requirement
should be considered given the monetary and personnel resources available for such activities.

If you disseminate a version of the data that has census tract/block information at the aggregate level
and/or information at the zip code level, you can lessen contract section restriction levels to include
moderate or least restrictive requirements.



Three Cities Restricted Data
DSDR Computer and Data Security

The following provides an outline of the DSDR restricted data acquisition and dissemination process.
All restricted data received by DSDR and ICPSR is handled differently than publicly available data
to maintain data security, mitigate disclosure risk, and adhere to the requirements stipulated by the
data producer. As such, upon arrival, restricted data is acquired, processed, and disseminated under
more direct supervision, tracking, and security than public data.

Restricted Data Enclave Access

)
2)

3)

Restricted data are stored in the ICPSR Data Enclave. Data Enclave is always locked, access is
by card-key only, and access list is very limited.

The restricted data are transferred to a stand-alone data server located in a locked room within the
locked Data Enclave.

Researchers may enter the Data Enclave while under the direct supervision of an ICPSR Monitor,
but never have access to the storage room.

Restricted Data Processing

)
2)

3)
4)

5)
6)
7)

All data library staff members maintain a signed confidentiality agreement.

All restricted data when sent to the data library is clearly indicated to commence our restricted
procedures as soon as the data transfer is complete.

Restricted data resides on a locked down disk partition accessible only by the data library staff.

When working with restricted data your office door and computer must be locked whenever you
leave.

A copy of the data is transferred to CDROM and hand delivered to the data enclave manager.
The data is transferred to Digital Linear Tape and removed from the disk partition.

All materials are kept in a secure locked and monitored area both onsite and offsite.

Restricted Data Dissemination Procedures

)
2)

3)
4)

5)

The ICPSR data library manager hand delivers the restricted data on a CDROM to the data
enclave manager.

The data enclave manager takes the CDROM to the data enclave as soon as possible. (In the
interim, the CDROM resides in the manager’s office that is locked when unoccupied.)

Contents of the CDROM are copied to the enclave server and the CDROM is destroyed.

When a data order arrives, the data enclave manager goes to the data enclave and creates a user
CDROM from the server files.

The CDROM and accompanying correspondence are packaged for mailing via US certified mail,
return request requested and hand carried to the post office for mailing. The package is kept in a
locked cabinet until taken to the post office.



Restricted Contract Monitoring and Administration

Restricted data dissemination requires security and administrative procedures to insure data safety
and data user adherence to restricted data use agreement requirements. ICPSR has an established
restricted data dissemination process upon which to structure the Three Cities restricted data plan.

The summary below provides an outline of the DSDR/ICPSR restricted data dissemination and
restricted data use contract monitoring process.

1) Application submission and review procedure.

a) Develop and implement a process to accept restricted contract applications, e.g., who
receives applications, who reviews them, who asks applicants for additional information.

b) Review applications for completeness and accuracy (e.g., requested information is supplied,
necessary signatures obtained.)

c) Work with applicant to resolve problems, if any, with the initial application submission.

d) If contract is granted, have authorized individual sign restricted contract. Data user as well as
official institution representative is required to sign contract.’

2) Data Dissemination

a) Obtain restricted data.

b) Electronic files should be marked with an ID for the recipient in order to insure that original
file is returned or destroyed.

¢) Mail package of CD ROM, copy of signed contract, and cover letter to data user via U.S.
certified mail — return receipt requested.

d) Develop a process to respond to applicant questions about the restricted contract process,
procedures, and policies as well as to questions concerning filling out the form. DSDR and
Three Cities staff will need to determine the level and type of user assistance provided

3) Contract Administration
a) Develop restricted user databases

1) Record data user/order in database, noting researcher, affiliated institution, address,
email, phone, data provided, date data provided (mailed), data use expiration or due date

ii) Keep database current with institutional contacts, records and updated IRB certification.

b) Expiration date administration

i) When expiration date approaches contact the researcher and ask for either a signed
affidavit from them indicating the data have been destroyed or a request on university
letterhead for extension.

ii) If no response to initial mailing, contact data user by email.

iii) If no response to email, send letter saying you will contact the co-signer for assistance in
enforcing the terms of the agreement. If still no response, send a letter to co-signer asking
for their assistance. If no response, conduct web searches to locate researcher.

iv) Respond to data user questions about extending terms of the agreement/contract

v) Update restricted user database if extension granted or affidavit arrives indicating data
user has destroyed the data covered under the agreement

c) Disposition of data after end of contract

i) Collect and archive/file contract

ii) Collect and archive/file verification - signed paperwork, affidavit, etc. — from data user
that data has been destroyed or returned

iii) Update contract database with contract termination information collected.

* If you are requiring any person (graduate student, staff, etc.) who will have access to the data to sign the contract,
verify that all those listed in the agreement have signed.
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Three Cities Restricted Data Process
Projected Timeline

Contract Development

)

2)

DSDR/Three Cities Contract

a) Draft— 9 June 2006

b) Final — 23 June 2006

c) Signed— 7 July 2006

Three Cities Restricted Data Use Agreement/Contract
a) Draft—2 June 2006

b) Final — 16 June 2006

c) Three Cities Approval — 30 June 2006

Processing Timeline

)
2)
3)

4)

Acquisition — 7 July 2006

Project Description (Template) — 12 July 2006

Processing

a) Build dataset — 31 August 2006

b) Draft Metadata Record — 31 August 2006

c) Build Full Product Suite — 15 September 2006

d) Build Document Set — 15 September 2006

e) Build Complete PDF Document Set — 27 September 2006
f) Package and Review — 13 October 2006

Release the Study — 28 October 2006



